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ABSTRACT

Cryptography is the science of transmission and reception of secret messages. Recently electronic communication has
become an essential part of every aspect of human life. Message encryption has become very essential to avoid the
threat against possible attacks by hackers during transmission process of the message. Mathematical models playing a
vital role in cryptanalysis. In the present paper a new cryptographic scheme is proposed using Laplace Transforms.
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1. INTRODUCTION:

The fundamental objective of cryptography is to enable two people to communicate over an insecure channel in such a
way that any opponent cannot understand what is being said. Communications security is gaining importance as a result
of the use of electronic communications in more and more business activities. Cryptography is the only practical means
to provide security services and is becoming a powerful tool in many applications for information security. Encryption
is the process of obscuring information to make it unreadable without special knowledge. This is usually done for
secrecy and typically for confidential communications. [1], [2]

A cipher is an algorithm for performing encryption and decryption. The original information is known as plain text and
the encrypted form as cipher text. The cipher text message contains all the information of the plain text message, but is
not in a format readable by a human or computer without the proper mechanism to decrypt it. It should resemble
random gibberish to those no intended to read it. Ciphers are usually parameterized by a piece of auxiliary information,
called a key. The encrypting procedure is varied depending on the key, which changes the detailed operation of the
algorithm. Without the apt key the decryption is highly impossible.

1.1 LAPLACE TRANSFORMS:

Let f (t) is a function defined for all positive values of t. Then the Laplace transform of f (t), denoted by L {f (1)} or f

(s) is defined by L {f (0} =  (s) :.[e‘“ f@t)dt 1)
0

Provided that the integral exists. Here the parameter s is a real or complex number. The relation (1) can also be written

asf () =L"{ ? (s)}. In such a case, the function f (t) is said to be inverse Laplace transform of ? (s). The symbol L

which transforms f (t) into ? (s) can be called the Laplace transform operator. The symbol L which transforms ? (s)
to f (t) can be called the inverse Laplace transform operator. [7], [8]

1.2 LINEARITY PROPERTY:

IFL {f(©) = f (s)and L {g()} = g (s) then
L{cif(®)+crg®}=c L{f@)}+crL{gt)}=c ?(s) +Cy g(s), where ¢, and ¢, are constants.
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The above result can easily be generalized to more than two functions.

Hence the Laplace transform of the sum of two or more functions of t is the sum of the Laplace transforms of the

individual functions. Similarly inverse Laplace transforms also.

1.3 LAPLACE TRANSFORMS OF ELEMENTARY FUNCTIONS:

Elementary functions include Algebraic and transcendental functions. From the definition and by ordinary integration,

|

n!
we obtain L {t"} = — where n is a positive integer [3],[4].

Similarly L™{ ) } =e* and so on.
S

2. PROPOSED WORK:

PN PR S S A A A A
Wehave € =l+—+—+—+—+—+—+—+—
1 2! 31 41 51 6! 7! 8!

+————00

2.1 Encryption:

Suppose sender wants to send the message “PROFESSOR”. Consider

t2 t3 f4 tS l6 t7 t8

e[:1+L+—+—+—+—+—+—+—
2! 31 4! 51 6! 7! 8!

, 2 t% l4 t5 tﬁ t7 t8 t9
te' =t+—+—+—+—+—+—+—+—
11 20 31 41 51 6! 7! 8!

If 0 is allocated to A and 1 to B then Z will be 25.

Therefore now convert the message

“PROFESSOR?” in the above pattern the converted form is 15 17 14 5 4 18 18 14 17. Writing these numbers as the co-

efficient in “t ¢' we have

2 3 4 5 6 7 8 9
e =150+17- +14- +5- +4- 1188 18- y1al 7L
TR TR TR T TR TR TR

ro3

8
te =15t+17¢* +7¢ +§t4 et LA Vi

t7
+ P
40 360 40320

Taking Laplace Transforms on both side

= L{te'} = L{15t+17¢° +7t3+2—t4 +

LTy 3 o Ly s, U t?}.
6 20 40 360 40320
1 1! 21 3! 5 4!
= ——=15 —/—+ 17 —/—+ 7 —F/+ ———+
(s-1) s? s? st 6 s’
1 5! 3 6! 1 7! 1 8! 17 9!
— —— —— ——

6 s° 20 s’ 40 s° 360 s’ 40320 s
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- 1 _ 15 + 34 + 42 4 20
(s -1) s’ s? s* s?

20 4 108 4 126 + 112 + 153

0 57 g8 e g 10

Adjusting the values 15 34 42 20 20108 126 112 153 to mod 26. The resultant values are 15 8 16 20 20 4

22 8 23.

Sender send the valuesare 0 1 1 0 0 4 4 4 5 asprivate key

Letr=q-26%key then 15=15-26%0;8=34-26*1;16=42-26%1;20=20-26*0;20=20-26 *0;4 =108 -

26 * 4; and so on.

The resultant expansion is

= 1—— £+ 8_+ £+
(s -1y R

20 20 4 22 8 23
R

The resultant values converted the message by using allotment
15 8 16 20 20 4 22 8 23

PI Q U UEWIX

Therefore the message converses “PROFESSOR” into “PIQUUEWIX”.

The sender publically sends the message and “t ¢". Privately sends the key and The Laplace expansion. [5], [6]

2.2 Decryption:
The receiver receives the message “PIQUUEWIX”.
The equivalent values are

15 8 16 20 20 4 22823
PI Q U UEWI X

and the private key values are

0110044435

Letq=26%key +rthen 15=26*0+15; 34=26*1+8;42=26*1+16;20=26* 0+ 20;20=26*0+20; 108

=26 *4 + 4 and so on.

weget 15 34 42 20 20 108 126 112 153

N 1 _ i+ 34 N 42 N 20
(s-1)y s> s st 5

+ 20 4 108 + 126 112 153
s6 s7 SS s9 le

Lol 151 34 20 42 3120 41
(s—-1)y 11 s*  20s7 31 st 410
20 5! 108 6! 126 7! 112 8! 153 9!

—t ——+ —+ — + .
51 s¢ 6! s’ 71 st 8! s° 91 '°
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| | | |
:>1—2=15 12 17 2—+73 5—4—5'+
(s-1) s s st 6 s
1 5! 3 6! 1 7! 1 8! 17 9!

—t ——+ —+ )
6 s 20 s’ 40 s* 360 s’ 40320 5"

Taking inverse Laplace Transform on both sides

1 21 315 41
= L' =L 15—+17—+7—+——
e " =
15 s et 7t 1 8! 17 9’}
6 s 20 s’ 40 s® 360 s° 40320 s
2-1 3-1 4-1 5-1
:>te’=15t7+17><2!t7+7><3! ! +§><4! ! +
(2-1) 3-1)! @-n! 6 (5-!
51 %! 3 A (R g ! 17 1!
— +—x6! +— +— + x9! .
6 (6-1! 20 (7-1)! 40 B=1! 360 (9-1)! 40320  (10-1)!
2 3 4 |
PR PURY SOPTLAND IS LA VD TLANE LA
2! 316 4! 6 5!
3 ¢ Tt 8! ¢t 17 t°
X6l — ——+ —+ X 91—,
20 6! 40 7! 360 8! 40320 9!
= te’=15t+17t2+7t3+5—t“+l—t5
6 6
gy Ly Ly 1T
20 40 360 40320
t? t? t
=te' =15t +17X11—+ T X2 —+ = x 31—+
1! 206 31
LA BT W A | WA VAo
6 4 20 T 50 40 6! 360 7! 40320 8!
t3 t4
= te' =15t +17 t> +14 —+ 5 —+
21 3!
5 6 7 8 9
4l ps s e Ly L
41 51 6! 71 8!
t? 3
= e' =15 + 17 t' +14 —+ 5 —+
21 3!
4 5 6 7 8
4l g Ly Lope Loy L
4 51 6! 71 8!

In the above expansion the co-efficientare 15 17 14 5 4 18 18 14
We know that
t P L 8
e=l+—+—+—+—+—+—+—+—+————0

11 20 31 41 51 6! 7! 8!

Then we get the message is

15 17 14 5 4 18 18 14 17
P R O FE S S 0 R asrequired.
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3. CONCLUSIONS:
In the proposed work a new cryptographic scheme is introduced using Laplace Transforms and the private key is the
number of multiples of mod n. Therefore it is very difficult for an eyedropper to trace the private key either by the
Brute farce attack or by any other attack.
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