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ABSTRACT

Sensitive data transfer between different nodes should be kept secret & secure. The communication system which
requires sensitive data transfer uses secured cryptographic algorithms to convert the data into an unrecognizable
format. With the intention of increasing the speed and to reduce the hardware complexity, this proposed system focuses
on the VLSI implementation of light weight security algorithm such as Tiny Encryption Algorithm (TEA) with
MLD.VLSI design of TEA is to adapt with many real time constraints such as memory, high throughput and low delay.
Modified Lopez Dahab (MLD) Key Generation Architecture is the main additive feature of this proposed system .The
proposed system focused on the Modified Lopez—Dahab key generation architecture for low power applications. To
achieve the maximum architectural and timing improvements, we reorganize and reorder the critical path of the
Lopez—Dahab scalar point multiplication architecture. The proposed system achieved 2Mb/sec of throughput while
compared with conventional throughput of 0.8Mb/sec and also the proposed system consumed 11.123ns of delay with
efficient power consumption of 52mwatts.

Index Items- Encryption, Latency, Power, MLD, Security, TEA.

I. INTRODUCTION

The Secret key establishment is a fundamental requirement for private communication between two parties [1]. At
Present, the universal method for generating a secret key is by using public key cryptography. Conversely Asymmetric
key cryptography [2] consumes significant amount of computing resources and power which might not be available in
certain scenarios (e.g., sensor networks). Quantum cryptography [7] & is a good example of an innovation that use
private keys. It utilize the terms of Quantum hypothesis, particularly Heisenberg’s uncertainty principle, for exchanging
a top secret between different entities. Even though quantum cryptography applications have started to appear recently
[12], they are still very rare and pricey. Effectively, the radio channel is a time and space-varying filter, which has the
unique filter response for signals sent from Alice to Bob as for signals sent from Bob to Alice. Received signal strength
(RSS) is a popular statistic of the radio channel and can be used as the source of secret information shared between a
transmitter and receiver [8], [9]. We exercise RSS as a channel gauge, mainly due to the fact that nearly all the current
of-the-shelf wireless cards [10], [11], exclusive of any variation, can measure it on a per frame basis. These RSS
chronological variations, as calculated by Alice and Bob, might not be considered by an eavesdropper (say Eve) from
another location unless she is physically very close to Alice or Bob. Still, due to non ideal state of affairs, including
limited capabilities of the wireless hardware, Alice and Bob are incapable to obtain identical proportions of the channel.

Il. RELATED WORK

The two familiar techniques from quantum cryptography [6] —information reconciliation and privacy amplification, to
undertake the challenge caused by RSS measurement irregularity. Information reconciliation techniques (e.g., Cascade
[9]) reveal out negligible information to correct those bits that do not equal at Alice and Bob. Confidentiality
amplification [15] reduces the quantity of information the attacker can have about the obtained key. The majority of the
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earlier research work on RSS-based secret key mining, including that of Azimi-Sadjadi et al. [6], is due to either
simulations or hypothetical investigation. Except the recent work by Mathur et al. [20] that was achieved in a particular
indoor environment, there is only little research on evaluating how effective RSS-based key extraction is in genuine
environments under valid settings. We address this important inadequacy in the existing research in this paper with the
assist of wide-scale real life measurements in both static and dynamic environments. In order to achieve our
measurements and subsequent evaluations, we execute different RSS quantization techniques in conjunction with
information reconciliation and privacy amplification. Eve can also compute both the channels between herself and
Alice and Bob at the same time when Alice and Bob evaluate the channel between themselves for key mining. We also
believe that Eve knows the key extraction algorithm and the values of the parameters used in the algorithm. On the
other hand, we assume that Eve cannot be very close (less than a few multiples of the wavelengths of the radio waves
being used [14]) to either Alice or Bob while they are extracting their shared key. This will guarantee that Eve
measures a different, uncorrelated radio channel [20].

I1l. PROPOSED SYSTEM

The proposed system implements the above statements using the light-weighted, secure and efficient block cipher TEA
in VLSI. It focuses on the block cipher which allows feasibility for the key generation and these generated keys are
used for Cryptographic applications with reduced hardware complexity. The programming work for the encryption &
decryption techniques and Key generation code are writen using verilog module.
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Figure-1: Block Diagram of Proposed System
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Figure-2&3: Flow Chart for Encryption & Decryption respectively
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Figure-4: Encryption Architecture
TEA operates on 64 (block size) data bits at a time using a 128-bit key with 32 rounds. TEA is an iteration cipher,
where each round i has inputs MO [i-1] and M1 [i-1], which is derived from the previous round. The sub key K[i] is
derived from the 128 bit overall K.

A. Procedure for TEA Encryption& Decryption
Step-1: The one half M1[i-1] of the block cipher is Left shifted by 4 times and Right shifted 5 times.

Step-2: The left shifted block is added with the subkey KO and right shifted block is added with the subkey K1.

Step-3: It is also added with the constant delta value DELTA[i] which is the multiples of delta, where i represents the
number of iterations.

Step-4: The results are then Ex-ORed and added with the other half of the block cipher MO [i-1] which produces one
half of the block cipher MO for next iteration.

Step-5: Similar operations are performed for the next half round function with the above result.

MDA
= 32
= ML)
< =5 =5
32 DELTA, K3 KD DVELT:
Kz u %_\ /71_%:) 3 ) = =
3 —);'{
+
ML (1) 'IIII e iy
= " e

Figure-5: Decryption Architecture

It does Shifting (Left & Right), Summation & Xoring functions. It makes use of the generated 128 bits key by KGU.
Subtraction is there instead of addition function at the end. The plain text is retrieved from cipher text by Tiny
Decryption algorithm.

B. Features
e  Achieve sensitive & secure data transfer.
e Light weight security algorithm: Tiny Encryption Algorithm (TEA) is used in the proposed method.
e Key Generation Unit (KGU) is the special additive feature which is meant for sensitive data transfer in many
real-time applications.
¢ Implementing TEA with VLSI in order to achieve Low Power Consumption.
e Real time constraints such as memory, area, data loss and low cost are properly managed.
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C. Key Generation Unit

Safe and sound management of the cryptographic keys is vitally important, in view of the fact that the security and
reliability of cryptographic processes based on the strength of the keys, the usefulness of the protocols associated with
the keys, and the refuge given to the keys. In the secret-key cryptography, two or more entities carve up the same key,
which is meant for encryption and decryption of data. The key should be kept secret, and the parties who share a key
trust each other not to reveal the key and to defend it against variation. It affords the required key value. Key
Generation unit generate the required 128 bit key.

D. MLD Algorithm
Modified Lopez-Dahab key generation architecture for low power applications.MLD algorithm has 2 projective
coordinates,where Affine to projective coordinates & Projective to affine coordinates.

Affine variables : x, ,y, and b.
Projective variables: X1,X2,Z1 and Z2.

The algorithm consists of three stages:

Conversion of P from affine coordinate to projective coordinate;

Computation of Q = kP in projective coordinate; and

Conversion of Q from projective coordinate back to affine coordinate.

For the design of the architecture for ECSM, two different parts are considered: the first part involves

calculations in the projective coordinate system(X1,X2,Z1 and Z2), and the other part involves the

calculations for converting projective coordinates to affine coordinates(x,, ¥, ).

According LD algorithm, in the the first stage, three multiplications X1 Z2, X2 Z1,and T Z, (T — X2) are

performed in parallel by using three multipliers, and then three other multiplications x p Z1, X1X2T Z,

(T « Z1), and bz,* are accomplished in parallel in the second stage,

» Hence, the delay of each iteration is reduced from six field multiplication delays to two field multiplications
delays.

ENENEN

IV. STIMULATION RESULTS

The programming work for  the encryption & The Fig.6 shows the stimulation result of entire
decryption techniques and Key generation code are algorithm. The Fig.7 shows the Register transfer level
writen using verilog module i.e. Behavioral or representation of designed IC.The Fig.8 shows the
Algorithmic Level Modeling. The execution of code Hardware Utilization report. The hardware resources
requires the Software - Modelsim 5.8e and Xilinx used for this proposed system are listed below.

Project Navigator 9.2i. e Number of slices used : 92

e Number of 4 input LUT : 184
e  Number of IOB : 139
e Number of bounded 10B : 139 out of 158
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Figure.7 RTL Schematic view

Figure-6: Simulation Screenshot
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The Fig.9 shows the overall Power Consumption of the
designed Cryptosystem.In order to increase the
throughput and to reduce the hardware complexity &
power, this proposed system focuses on the light
weight security algorithm Tiny Encryption Algorithm
TEA which can be implemented in VLSI module. The
performance of our secure cryptosystem is analyzed
and the results are discussed in the following tables 1
& 2.

Table-1: Performance Analysis

Parameters Estimated Results
R Obtained Power 52mWatts
Current 30mA
Latency 11.123ns

Table-2: Performance Comparison

Parameters Conventional | Proposed
Throughput 0.8Mb/s 2Mb/s
Execution Time | 115.248ms 11.123ns
Power 3W 52mW

Figure-9: Power Consumption Report '

V.CONCLUSION

Thus the design of the low power consumption architecture for cryptographic processor is achieved. The proposed
system focused on the Modified Lopez—Dahab key generation architecture for low power applications. In order to
increase the throughput and to reduce the hardware complexity & power, this focuses on the light weight security
algorithm Tiny Encryption Algorithm this can be implemented in VLSI module. The Cryptosystem achieves a higher
throughput rate of 2Mbits/sec than that of other related works. Moreover, it resulted with Power consumption of
52mW, Current consumption of 30mA & Delay of 11.123ns. Therefore, the proposed Cryptosystem is very suitable for
the area efficient cryptographic processor for speed-critical cryptographic applications.
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